QUESTIONNAIRE: Transaction Screening Questions[endnoteRef:1] [1:  Adapted and modified from: "Key Elements of an Effective Export Control System," Institute for Science and International Security (ISIS), <exportcontrols.info/key_elements.htm>.] 


Enterprises should develop and apply routinely a specific set of questions to examine each potential sale prior to completing the transaction. Questions could include:

Careful screening of the customer
· Do you know your customer? 
· Is the identity of the customer or end-user transparent? Is it difficult to find information about him/her?
· If you have done business with the customer before - is this a usual order/request for them to make?
· Does the customer have little or no business background?
· Is there any intermediary agent involved?
· Is the customer or its address similar or the same to that found on the governmental denied persons list or on a governmental or company database of restricted individuals or entities?
· Is the customer reluctant to provide clear answers to commercial or technical questions, which are routine in normal negotiations?
· Is the customer unfamiliar with the item and its capabilities but still wishes to purchase it?
· Does the customer seem familiar with the product and its performance characteristics or is there an obvious lack of technical knowledge?
· Does the product's capabilities coincide with the customer's line of business?
· Does the customer provide an unconvincing explanation as to why the items are required, in view of the customer's normal business or the technical sophistication of the items?
· Is the customer related to military business, defense industry, or under the control of the defense ministry or armed forces?
· Is the customer tied to any military or governmental research bodies/institutions?
Careful screening of end-use or end-user
· Is the customer or purchasing agent hesitant to provide information regarding the end-use of the item in question, or the future research and development or the industrial production of the item in question?
· Is the customer reluctant to provide an end-use statement or is the information insufficient compared to other negotiations?
· Is the buyer evasive and unclear about whether the product is intended for domestic use, for export or for re-export when questioned?
· Has particular attention been paid to whether or not the product or service is intended for military use or subject to licensing?
Careful screening of final destination
· Have the nonproliferation credentials of the recipient country been thoroughly screened e.g. Has the country signed the major nonproliferation agreements or is part of the multilateral export control regimes)?
· Is the item in question incompatible with the technical level of the country?
· Is the requested order suitable to improve existing equipment or plants for military or WMD use in the destination country?
· Are there excessive safety or security measures in light of the nature of the equipment?
· Is the installation site in an area under strict security control or in an area to which access is severely restricted, or is unusual in view of the type of equipment being installed?
Careful screening of shipping procedures
· Are delivery dates vague or are deliveries planned for out of the way destinations or is a freight-forwarding firm listed as the product's final destination?
· Is the shipping route abnormal or unusual for the product and destination?
· Is the packaging inconsistent with the shipping mode or destination?
· Are there unusual requests concerning labeling or shipment of goods?
Careful screening of terms of sale
· Are there any requests for normally unnecessary devices or no request for usually necessary devices and lack of a convincing explanation for the request or non-request?
· Does the customer order an excessive amount of spare parts or other items that are related to the product, but not to the stated end-use?
· Does the customer request completion of a partly finished product?
· Is the customer willing to pay in cash for an expensive item that normally requires financing? Or are there unusual favorable payment terms, prices or other conditions offered or accepted by the customer?
· Was there no request for performance guarantee, warranty or normal service?
· Does the customer reject the customary installation, training or maintenance services provided?
· Are there unusual requirements for excessive confidentiality about final destinations, or customers, or specifications of items?
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