QUESTIONNAIRE: List of “Red Flag” Indicators for Industry[footnoteRef:1] [1:  Adapted and modified from: “List of Advisory Questions for Industry,” Wassenaar Arrangement, 2003, <http://www.wassenaar.org/wp-content/uploads/2016/08/List-of-Advisory-Questions-for-Industry.pdf>.] 


Make your marketing, sales, order processing and procurement staff aware of these “red flag” indicators so that they can play their part in spotting any dubious business or product inquiries. Let employees know how to proceed if they do sense something suspicious. 

The answers to the questions below will give guidance to when suspicion should be raised and contacting your enterprise’s CCO and/or STC national authorities might be advisable.
· Do you know your customer? If not, is it difficult to find information about him/her?
· Is the customer or the end-user tied to the military or the defense industry?
· Is the customer or the end-user tied to any military or governmental research body?
· If you have done business with the customer before - is this a usual request for them to make?
· Does the product fit the business profile of the customer?
· Does the customer provide an unconvincing explanation as to why the items are required, in view of the customer's normal business or the technical sophistication of the items?
· Does the customer seem familiar with the product and its performance characteristics or is there an obvious lack of technical knowledge?
· Is the customer reluctant to provide clear answers to commercial or technical questions, which are routine in normal negotiations?
· Is the customer reluctant to provide an end-use statement or is the information insufficient compared to other negotiations?
· Does the customer reject the customary installation, training or maintenance services provided?
· Are there unusual requirements for excessive confidentiality about final destinations, or customers, or specifications of items?
· Is unusual packaging and labelling required?
· Is the shipping route or mode unusual?
· Does the customer order an excessive amount of spare parts or other items that are related to the product, but not to the stated end-use?
· Is the customer offering unusually profitable payment terms, such as a much higher price?
· Is the customer offering to pay in cash?
· Is the installation site in an area under strict security control or in an area to which access is severely restricted, or is unusual in view of the type of equipment being installed?
